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Incident Documentation Template 
 

Document Information 

Title of the Document  

Reference  Total Pages  

Current Version  Date   

Document Type  Status  

Document Developer’s Details 

Reported by (Name)  

Title  Department  

Contact Number  Email  

Document Receiver’s Details 

Reviewed by (Name)  

Title  Department  

Contact Number  Email  

Document Receiver’s Details 

Reviewed by (Name)  

Title  Department  

Contact Number  Email  

Document Receiver’s Details 

Reviewed by (Name)  

Title  Department  

Contact Number  Email  
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Details of the incident: 
 

Incident Description: 

Incident Summary 

Type of Incident Detected:  

 Denial of Service 

 Unauthorized Use 

 Espionage 

 Network Attack 

 Probe 

 Hoax Malicious Code 

 Compromised System 

 Malware Attack 

 Unauthorized Access 

 Physical Break-in 

 Policy Violation 

 Others 

 

Provide Description if Others: 

Incident Priority: 

 High  Medium  Low  Others 

Incident Severity: 

 High  Medium  Low  Others 

 

Damage Caused by the incident 

Source of the Attack:  

Destination of the Attack:  

Systems/Services Affected:  

Primary Functions Affected:  

Location of the systems 
Affected 
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Additional Details (if any): 

 

Impact Assessment: 

(Including impact on the business functionality, sensitivity of the affected information, ability to 
handle and recover, etc.) 
 

Impact Assessment: 

 

Root Cause Analysis of the Incident: 

 

 

Reference of Related Incidents: 
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Incident Containment: 
 

Incident Containment Strategy: 

Isolation Techniques 
Used 

Systems/Devices/Network 
Isolated 

Time & 
Date 

Status Issues Faced (if any) 
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Evidence Gathering for Forensic Analysis: 
 

Evidence Gathering and Forensic Analysis Information:  

Name of the 
Evidence 

Type of the Evidence 
Condition of the 

Evidence 

Status of 
the 

Evidence 

Additional 
Information 
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Incident Eradication: 

Describe the Procedure Followed to Eradicate the Incident: 

 

Incident Eradiation Details: 

System/Device 
Name 

Eradication Possible 
(Yes/No) 

Backup Available 
(Yes/No) 

Status 
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Incident Recovery: 

Describe the Procedure Followed to Recover after the Incident: 

 

Incident Recovery Details: 

System/Device 
Name 

Recovery Possible 
(Yes/No) 

Recovery Activity 
Performed 

Status 
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Incident Document Shared Information: 

(This documentation can be accessed by the following personnel and departments:) 
 

Incident Documentation Form Shared with: 

Name Designation/Title Department 
Accessed 
Data & 

Time 
Remarks 
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Declaration: 
 

 

 

Reported 
Filled by: 

______________________ 

Date: 
_____________ 

Signature: 
______________________ 

Report 
Verified 

by: ______________________ 

Date: 

_____________ 

Signature: 

______________________ 

Report 
Verified 

by: ______________________ 

Date: 

_____________ 

Signature: 

______________________ 

Report 
Verified 

by: ______________________ 

Date: 

_____________ 

Signature: 

______________________ 
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